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1. API KEXS
Introduction (i)

* When we need to authenticate from another application without accessing the data
hosted in the application.

* How API Keys work:
. * An API key assigns a unique 128-bit value to a user of the RESTful service.

* This API key is associated to a user and maintained in a datastore.

* The RESTful service then references this datastore together with the service 1d
(optional) and API-KEY with each incoming request.

* Once the incoming requests are validated, access is either granted or denied to the
spectfied end-point.




1 ARI KEYS
Introduction (11)

Advantages

* No need to transmit user password during authorization between client and server

* API-KEYs are faster than Digest Authentication as only one call 1s needed as
opposed to 2 calls for every request

* API-KEYs works well with TL.S/SSI. and should be included in the header for added
protection and to prevent the values from being captured in the logs.




1 ARPI KE¥S
Where to place the api key

* API-KEY / Service ID Required in Header

* API-KEY and Service ID should be included in the HTTP Headers (@HeaderParam)
instead of HTTP Parameters via (@QueryParam).

* This is especially important when using TLS/SSL as it will guarantee that request data
is encrypted end to end and prevent man in the middle attacks.




L ARE KEYS

Implementation (1)

* Create a User class with 3 private attributes and their correspnding set/get
methods: user, password, apikey

* Optionally create database and table for users

* Alternatively create a static structure in the Hello class




L ARE KEYS

Implementation (11)

With database:

* Include mysql driver jar in the project lib folder
(already included)

* Create User class (with attributes userD,
password and apikey and the corresponding get
and set)

* Create DBAccess class with methods to
create/update/obtain/delete users

With static structure:

private static Map<String,

k__j apikeysDB

apikeysDB - Schema

| Schema: apikeysDB

L5 .)ll’ Table Mame:  |[BPiKeys
Caolumn Mame Datatype PK NM UQ B UM ZF Al G Default/Expression
userlD VARCHAR(10) O 0O000d
> password VARCHAR(45) | O 0O000d
> apiKey VARCHAR(45) O O 0O00d4dd
O 0O000ononn
new HashMap<> () ;

Usern>myltlise®sbB




1. AP KENYS
Implementation (111)

New user obtain an apikey: public String getApiKey(User myUser)
{

@POST UUID apikey = UUID.randomUUID();
.@Path("/apikey") User newUser = new User();

@Consumes(MediaType_APPLICATION_JSON) newUser.setUser(myUser.getUser());
@Produces(MediaType. TEXT_PI.AIN)

newUser.setPassword(myUser.getPassword());
newUser.setApikey(apikey.toString());
myUserDB.put(myUser.getUser(), newUser) ;
return apikey.toString();




L ARE KEYS

Implementation (1v)

* Access with the apikey
public String testing (User myUser, @HeaderParam("apikey") String

* You can add password verification |apikey)

d
if (myUserDB.containsKey(myUser.getUser())) {

POST
@ if ((myUserDB.get(myUser.getUser()).getApikey()).equals(apikey)) {
@Path("/testApikey1")
return "GRANTED";}
@Consumes(MediaType. APPLICATION_JSON) \

@Produces(MediaType. TEXT PLAIN) .
return "Denied";

b
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1. APIKEYS EEESSSS e
[ ]

Params Authorization & Headers (9) Body @ Pre-request Script Tests Settings Cookies

Test '
e S tln g (1) Type @ Heads up! These parameters hold sensitive data. To keep this data secure while

working in a collaborative environment, we recommend using variables.
Learn more about variables A

Digest Auth

s Obtaln Aplkey (1) The authorization header will be

automatically generated when Username restUser?

you send the request.
Learn mare about authorization A

Password sssssssssssanmn

By default, Postman will extract

values from the received E] Show Password
response, add it to the request,

POST http:/flocalhost:6080/HeloWorld/demo/hellofapikey m

Params Autharization & Headers (9) Body @ Pre-request Script Tests Settings Cookies

Headers < & hidden
KEY VALUE DESCRIP1 <=«  Bulk Edit Presets
Content-Type application/json

Value Description




1. ARI KEYS
Testlng (11) POST http-//localhost:8080/HeloWorld/demofheliofapikey m

Params Authorization @ Headers (3) Body @ Pre-request Script Tests Settings Cookies

o Obtaln Aplkey (11) @ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON - Beautify

"user":"usernams",

"password” :"password"”

* Copy the api key
obtained.

Body Cookies Headers (5] TestResults @& 2000k 10ms 186B Save Response -

Pretty Raw Preview Visualize = m Q

1l 78593836-6e@8-4bee-9edB@-cFicfcd3ebod T




http:/flocalhost:8080/HeloWorld/demofhello/testApikey m
- A RTIKENS

Params Auth @ Headers (10) Body @  Pre-req.  Tests  Settings Cookies

[ o o o
I e S tln g <] ] ]) Type (1) Heads up! These parameters hold sensitive data. To keep this data secure while w

working in a collaborative environment, we recommend using variables.

ST Learn more about variables »

5 X S The authorization header will

o Vahdate aplkey (1) be automatically generated
when you send the request.
Learn more about authorization A

Username restUser?

AR LR R R R Y]

By default, Postman will
extract values from the

° Paste the COpled received response, add it to

C] Show Password

apikey as a new
POST http:/flocalhost:8080/HeloWorld /demofhelloftestApikey1 m
header parameter.

'arams  Auth @ Headers (10) Body @ Pre-req.  Tests  Settings Cookies

Headers < B hidden
KEY VALUE DESCRIF oo Bulk Edit  Presets -
Content-Type applicationfjson
apikey 78593836-6e08-46ee-%9280-c78cfcd...

Value Description




Le AR IKENS
Testing (1v)

* Validate apikey (i)

POST http://localhost:8080/HeloWorld /demo/helloftestApikey

Params Auth @ Headers (10) Body ® Pre-req. Tests Settings

raw JSON

Cookies

Beautify

"user”: 'username"'

Body Cookies Headers (5] Test Results

Pretty Raw Preview Visualize

1  GRANTED

& 2000k 9ms 156B

Save Response
mQ
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JSON WEB TOKENS (JWT)

Introduction 5

* Authentication through a signed token which can be verified by application servers.

* JSON web tokens contain information that is unique for a user.

. * To ensure that the token has not been altered the token contains a cryptographically
encrypted digital signature.

16



JSON WEB TOKENS (JWT)

Structure |

* JWT Tokens are encoded with base64 and signed with SHA-256.

* They are composed of a header, a payload and a signature.

. * Header: it contains the key id or jwt type and the hashing algorithm.

* Payload: it contains the claims (registered

( ),public and private).

* Signature: it 1s composed of a base64 encoded header and payload making a hash using some type
of Message Authentication Code (MAC).

17


http://www.iana.org/assignments/jwt/jwt.xhtml

JSON WEB TOKENS (JWT)

Communication Flows

_B

1. Initial request with username and password
2. Response with 200 status code and JSON Web Token
Following requests include the JW'T in the header

4. Responses with 200 status code and response

18



JSON WEB TOKENS (JWT)

Implementation (1) !

* Include the libraries (already included)

* Create a new user type or you can reuse the one you already have

. * Create a static JSON Web Key

static JsonWebKey myJwk = null;

* Create a method to awuthenticateCredentials
* Create a method to zest/W']
* Pay attention to the new imports required from org:.jose4j and com.fasterxml.jackson

More info about public claims: https:/ | www.iana.org/ assignments/ jwt/ jwt.xchtml

19



JSON WEB TOKENS (JWT)

Authenticate credentials (1)

(@Path(" /authenticate]WT")
@GET
@Produces(MediaType. APPLICATION_JSON)

public Response
authenticateCredentials(@HeaderParam("username"
String username,

(@HeaderParam("password") String password)

throws JsonGenerationException,
JsonMappingException, [OException {

User user = new User();
user.setUser(username);

user.setPassword(password);

RsaJsonWebKey jwk = null;

try {
jwk = RsaJwkGeneratot.generate]wk(2048);
jwk.setKeyId("1");

my[wk=wk;

} catch (JoseException e) { e.printStackTrace(); }

20



JSON WEB TOKENS (JWT)

Authenticate credentials (i1)

JwtClaims claims = new JwtClaims();
claims.setlssuer("uca");
claims.setExpirationTimeMinutesInTheFuture(10);
claims.setGenerated]wtld();
claims.setIssued AtToNow();
claims.setNotBeforeMinutesInThePast(2);
claims.setSubject(user.getUser());
claims.setStringListClaim("roles", "restUser2");

JsonWebSignature jws = new JsonWebSignature();

jws.setPayload(claims.to]son());
jws.setKeyldHeaderValue(jwk.getKeyld());
jws.setKey(jwk.getPrivateKey());

jws.setAlgorithmHeaderValue(AlgorithmlIdentifiers.RS
A_USING_SHAZ256);

String jwt = null;

try { jwt = jws.getCompactSerialization();

} catch (JoseException €) {System.out.println (e);}
user.setApikey(jwt); //SET TOKEN

return Response.status(200).entity(jwt).build();

21



JSON WEB TOKENS (JWT)

Test JWT (i)

@POST

@Path("/testf WT")
(@Consumes(MediaType. TEXT_PLAIN)
@Produces(MediaType. TEXT_PLAIN)

public Response testf W'T
(@HeaderParam("token") String token, String
myName)

throws JsonGenerationException,

JsonMappingException, IOException {

JsonWebKey jwk = my]Jwk;

// Validate Token's authenticity and check claims

JwtConsumer jwtConsumer = new JwtConsumerBuilder()
.setRequireExpirationTime()
setAllowedClockSkewInSeconds(30)
.setRequireSubject()
setExpectedlssuer("uca"
setVerificationKey(jwk.getKey())
build();

¥




JSON WEB TOKENS (JWT)
Test JWT (i) ‘

try {
// Validate the JWT and process it to the Claims

JwtClaims jwtClaims = jwtConsumer.processToClaims(token);

. System.out.println("JWT wvalidation succeeded! " + jwtClaims);
} catch (InvalidJwtException e) {

return Response.status(Status. FORBIDDEN.getStatusCode()).entity("Forbidden").build();

j
String sayHello="Hello "+myName;

return Response.status(200).entity(sayHello).build();




JSON WEB TOKENS (JWT)
| Testing JWT (i) @ = s B

Params Auth Headers (8) Body Pre-req. Tests Settings Cookies

Headers < & hidden

* Get authentication |

KEY VALUE DESCRIP 0o  Bulk Edit Presets -

credentials

username username

password password

* Copy the obtained

token

Body Cookies Headers (5] TestResults & 2000k 366ms 714E Save Response -

Pratty Raw Preview Visualize JSON = mQ

1 eyIrabQi0iIxIiwi¥kxnIFodiUlMyNTYifFQ.
eylpc3Mioil1Y2EiLCT 1eHALIOE2MTQANT cxMzEs Imp@aSIe Ind JcHF TYUL YRV WHLL THpMRzdiMVELLC IpY XQi0j E2ZMTQANT Y1MZE
sImSiZiIeMTYXNDEINFQxMswicIViljoldXNlemShblWUILCIyb2x ey Ieky Iy ZNNEVENLcJIixXe.,
MQLyiINeRYLxGObpNKE LkIW2ZRLItA2ETYLAq1iEIBh-506Z3Ffzgs EURECrgLVeXnfQaodk EJQUGAVHI 14w 2MkZ5O9RBNE -5 - _AuCSaxRGPL
mankSX1stp23BELA]skOEtvanTMad_TenKpLYu7HLIPChO4RNC 3F JorM3LPRzsKBF 7 3Upc 3EENnunTx] -RmIRK QbS5 - - PHhEpEF Dl S _
Whg_ta3vaLImr09s2tICKbl60ayzQ43UNENFLEpKGSHHBI Ly c TOSTpezmuwZrr WU KsAW3Eg8NgPVTPFpDrxkelklelUGz 2pUziTkM
IdcG_chghoccMLdnrsBi-kohbdVg-aYMma
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JSON WEB TOKENS (JWT)

Testing JW'T' (ii)

* Authenticate with JWT(1):

* Paste the obtained token in a
new header param

POST w http:/flocalhost:8080/HeloWorld/demo/helloftest JWT

Params  Authorization @ Headers (9) Body @ Pre-request Script Tests  Settings

Type Tl () Heads up! These parameters hold sensitive data. To keep this data secure while working ina %

collaborative environment, we recommend using variables. Learn more about variables 2

The authorization header will be
autoematically generataed when you
Username

send the request. restUser2

Learn more about authorization A

Password

By default, Postman will extract

values from the received

response, add it to the request, || Show Password

POST o http://localhost:8080/HeloWorld/demo/hellof/testJWT
Params Authorization @ Headers (9) Body & Pre-request Script Tests Settings Cookies
Headers < B hidden
KEY VALUE DESCRIPTIO =cc  Bulk Edit Presets -
token eyJraWQIOilxliwiYWxnljoiUIMyNTYifQ.eyJp...
e e T

25



JSON WEB TOKENS (JWT)
Testing JWT (i)

POST ~ http:/flocalhost:8080/HeloWarld/demo/helloftest JWT

* Authenticate
Wlth JWT(II): Params Authorization & Headers (9) Body & Pre-request Script

none form-data ¥-www-form-urlencoded @ raw binary

1 Guadalupe

Body Cookies Headers (5] TestResults

Pretty Raw Preview Visualize Text -

d|

1 Hello Guadalupe

Tests

GraphQL

Settings

Text

|u|
LT

St

200 OK

165 B Save Response -

Cookies

| Q

26
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JSON WEB ENCRYPTION (JWE)

Introduction

* JSON Web Encryption:

* Itis encrypted using cryptographic algorithms and serialized for tokenization in

. HTTP authorization headers.

In order to ensure the message or token has not been altered in any way the token

contains a digital signature (JWS) that is cryptographically encrypted using a strong
algorithm such as HMAC SHA-256.

28



JSON WEB ENCRYPTION (JWE)

Communication Flow |

1. Initial request with username and password
2. Response with 200 status code and encrypted JSON Web Token
. 5. Following requests include the JWE in the header

4. Responses with 200 status code and response

249



JSON WEB ENCRYPTION (JWE)

Implementation !

* Create required static variables
* (Create the method to obtain the token

. * (Create the method to be invoked with the token

* Pay attention to the new imports from org.jose.jwe

30



JSON WEB ENCRYPTION (JWE)
Create the encrypted key

static JsonWebKey jwKey = null;

static {
// Setting up Direct Symmetric Encryption and Dectryption
String jwkJson = "{\"kty\":\"oct\",\"k\":\"9d6722d6-b45c-4dcb-bd73-2e057c44eb93-928390\" } ";
try {

new JsonWebKey.Factory();
jwKey = Factory.newJwk(jwkJson);
} catch (JoseException e) {

e.printStackTrace();

j
h

e — T

31



JSON WEB ENCRYPTION (JWE)
Authenticate credentials (1)

@Path("/authenticate]WE") JwtClaims claims = new JwtClaims();
@POST

@ProducesMediaType. APPLICATION_JSON) claims.setExpiration TimeMinutesInTheFuture (10);

. public Response authenticateCredentials] WE( claims.setGeneratedJwtld();

HeaderParam("username") String username, .
@ ( ) = claims.setIssued AtToNow();

claims.setNotBeforeMinutesInThePast(2);

claims.setlssuer("uca");

(@HeaderParam("password") String password)
throws JsonGenerationException, JsonMappingException,

IOException { claims.setSubject(user.getUser());

claims.setStringListClaim("roles", "admin");

User user = new User();

user.setUser(username); JsonWebSignature jws = new JsonWebSignature();

user.setPassword(password);

32



JSON WEB ENCRYPTION (JWE)
Authenticate credentials (i1)

jws.setPayload(claims.to]son());
jws.setKeyldHeaderValue(jwKey.getKeyld());
jws.setKey(jwKey.getKey());
jws.setAlgorithmHeaderValue(Algorithmldentifiers HMAC_SHA2506);

String jwt = null;
try {
jwt = jws.getCompactSerialization();

} catch (JoseException €) { e.printStackTrace(); }

JsonWebEncryption jwe = new JsonWebEncryption();

33




JSON WEB ENCRYPTION (JWE)
Authenticate credentials (111)

jwe.setAlgorithmHeaderValue(
KeyManagementAlgorithmldentifiers. DIRECT);
. jwe.setEncryptionMethodHeaderParameter( String jwesetialization = aull

try {

ContentEncryptionAlgorithmIdentifiers. AES_128_CBC jweSerialization = jwe.getCompactSerialization();
SRIVENG SSEEA 2563

} catch (JoseException e) { e.printStackTrace(); }
jwe.setKey(jwKey.getKey());

jwe.setkeyldHeaderValue(jwKey.getKeyld(); return Response.status(200).entity(jweSerialization).build();

jwe.setContentTypeHeaderValue("JWT"); !

jwe.setPayload(jwt);

T —— . T - — T . —————
34



JSON WEB ENCRYPTION (JWE)

Test JWE (i)

@POST

@Path("/testf WE")
@Consumes(MediaType. TEXT_PLAIN)
@Produces(MediaType. TEXT_PLAIN)

public Response testf WE (@HeaderParam("token")
String token, String myName)

throws JsonGenerationException,

JsonMappingException, IOException {

JwtConsumer jwtConsumer = new
JwtConsumerBuilder()

.setRequireExpirationTime()
setAllowedClockSkewInSeconds(30)
.setRequireSubject()
setExpectedIssuer("uca")
setDecryptionKey(jwKey.getKey())
setVerificationKey(jwKey.getKey()).build();

35



JSON WEB ENCRYPTION (JWE)
Test JWE (ii)

try 1
// Validate the JWT and process it to the Claims

JwtClaims jwtClaims = jwtConsumer.process ToClaims(token);
System.out.println("JWE validation succeeded! " + jwtClaims);
} catch (InvalidJwtException €) {
System.out.println("JWE is Invalid: " + ¢);
return Response.status(Status. FORBIDDEN.getStatusCode()).entity("'Forbidden").build();
j
String sayHello="Hello "+myName;
return Response.status(200).entity(sayHello).build();

36




JSON WEB ENCRYPTION (JWE)

Testing JWE (1)

* (et authentication
credentials (1)

POST ot http:/flocalhost:8080/HeloWorld /demofhellofauthenticate JWE

Params Auth @ Headers (9)

Type

Digest Auth W

The authorization header wil
be automatically generated
when you send the reguest.

Learn more about authorization A

By default, Postman wil
extract values from the
received response, add it to

Body Pre-req. Tests Settings Cookies
{E) Heads up! These parameters hold sensitive data. To keep this data secure while %

waorking in a collaborative envirenment, we recommend using variables.

Learn more about variables A

sername restlUser2

Password

|| Show Password

37




JSON WEB ENCRYPTION (JWE)

Testing JWE (11

* (et authentication
credentials (i1

* Copy the obtained
token

POST - http://localhost:8080/HeloWorld/demao/hellofauthenticate JWE
Jarams  Auth @ Headers (9) Body Pre-req.  Tests  Settings

Headers < 7 hidden

KEY VALUE

Username username

password password
3ody Cookies Headers (58) Test Results

Pretty Raw Preview Visualize JSON =

Cookies

DESCRIF Bulk Edit Presets -~

[=1=]=]

& 2000 29ms G25B Save Response v

mQ

1  eyJhbGci0ilkaXIilCI1bmMi0iIBMTIAQAIDLUNTMIU2T iwia21kI jpudixsLC] jdHki0iIKVIQiFY. . nOKDPLPMPEIABMZ INEEDmA.
-UrCbMsPloTRwnxskCx_EeAMpwIugXHEFFO4bTansCE8 e TwrCskeky _VnZ Sxl VA JVuBP z8Y 1AN3DGSKqe0Bt tIkctCvwsTIw
6eBbUK]Y¥glzedHIREVIOSFLEFT_dFTULAQGUPY_Loje52aBiwtSiPiolABIFEBDhdBUsUTGKS _wadgXaMhBuVFalad zGtEP J4kwsY
mr-cj4N-FPSUrAGM] S hNpPRHESSpuBShewxunkpsedxng] sRINoxgMZud-Va-18yU-DDG18@zaEamIst4xvLeNImkRHONT s ciG@3 i1

r81h_SHTGGRTszKVKvdaSZ -VCkk8X2¥XoI11FA. Gqlc_dI-88bojlnisiocna
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JSON WEB ENCRYPTION (JWE)
Testing JWE (i cm

Params Auth @ Headers (9) Body @ Pre-req. Tests Settings Cookies

Type (E} Heads up! These parameters hold sensitive data. To keep this data secure while e

) Authenticate With JWE (i) . - 5 working in a collaborative environment, we recommend using variables.

Learn more about variables 2

The authorization header wil
be automatically generated Username restUser?
when you send the request.
Learn moare about authorization 2
Password

* Paste the obtained token in a

By default, Postrman wil

extract values from the I_I Show Password

IlCW hﬁadef param received response, add it to

POST o http://localhost:8080/HeloWorld /demofhelloftestJWE “

Params Auth @ Headers (8) Body @ Pre-req. Tests  Settings Cookies
Headers <> B8 hidden
KEY VALUE DESCRIF =oe Bulk Edit Presets -

token eyJhbGeiOlkaXiLCJbmMIOLIBMTI4Q...

39



JSON WEB ENCRYPTION (JWE) |
| Testing JWE (1v)

o { POST e http://localhost:8080/HeloWorld/dema/hello/test IWE |
Authenticate P o ’ |
Wlth J o</ E(ll): Params Auth @ Headers(9) Body ® Pre-req. Tests Settings Cookies
raw v Text -

1 Iiuadalupe

Body Cookies Headers (5) TestResults Iﬁl Z000K 14ms 165E  Save Response -
Pretty Raw Preview Visualize Text = m Q
1 Hello Guadalupe T
T S— —— T Y
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